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/gg/selinuxfconf

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:
# enforcing — SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enf
— No SELinux policy is Lloaded.
SELIHux:disahleE!
= can take one of three values:

# targeted - Targeted processes are protected,
# minimum - Modification of targeted policy. Only sel
# mls - Multi Ley=l Security protectiaon.

SELINUXTYPE=targeted
ATRTAE, BERREATIXE SR TRESHE |, FREIGKE.

[root@localhost confl]# systemctl status firewalld.service
@ firewalld.service — firewalld — dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; ena
Active: active (running) since 2020-902-20 19:51:27 CST; 3 d
Docs: man:firewalld(1)
Main PID: 1285 (firewalld)
2

Tackes

0x02Apche E25HE
&L IF 32 1 J2/ete/Mitpd/cont/Mupd. conf, il it 52 f 4 25 A 2 L 40



[ +HE RORERESE, BWHEM:REN

[ ApacheBEHTLEE | [ onmawe

| mxnumaa

| DszasnEmaE

https://www.jianshu.com/p/a8bab3f50c7b [#45, APACHE M FHa3% 28 E]

0x03php %4 5t &
0x01 2% FH f& [ R 2L

FTIT php.ini, &3k disable functions, % 41 K 1% & 2% F — L6 55 %1
disable functions
=phpinfo,exec,passthru,shell_exec,system,proc_open,popen,curl_e

xec,curl_multi_exec,parse_ini_file,show_source,
dl evel,proc terminate,touch,escapeshellarg,escapeshellcmd %5
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find -type f-name \*.php-exec chmod 444 {}\;
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0x04 2% FiZ A% URL SCAFAb 2R
allow_url_fopen =0Off

0x05 PRl php M5 #1E
open_basedir =/var/www/htdocs/files
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PR PHP IHATES [B]. A A& post Al upload 14 A& B 47 1
KW max_execution_time =30;Max script execution time
max_input_time =60 ;Max time spent parsing input
memory_limit =16M ;Max memory used by one script
upload_max_filesize =2M;Max upload file size
post_max_size =8 M;Max post size
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display errors =Off

log errors =ON
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expose_php =Off
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<filesmatch>
Order allow,deny
Deny from al
</filesmatch>
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yum repolist all |grep mysqll &% %225 1) mysql



