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C:\phpStudy\WWW\phpinfo.php

C:\phpStudy\WWW\btslab\vulnerability\rfi\RFLp...
C:\phpStudy\WWW\pentest\cve\phpcve\passwo...
C\phpStudy\WWW\pentest\test\11\upload\121...
C:\Oracle\Middleware\user_projects\domains\b...
C:\Users\admin\AppData\Local\Temp\vmware-a...
C:\Oracle\Middleware\user_projects\domains\b...
C:\Oracle\Middleware\user_projects\domains\b...

C:\Oracle\Middleware\user_projects\domains\b...
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EXRNEZFR
Backdoor.PHP.Webshell.|
Backdoor.PHP.Include.r
Backdoor.PHP.Webshell.l
Backdoor.PHP.Eval.r
Backdoor.JSP.Webshell.|
Backdoor.PHP.Include.r
Backdoor.JSP.Webshell.r
Backdoor.JSP.Webshell.r

Backdoor.JSP.Webshell.|
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8KB
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2016-12-01
2017-03-15
2017-03-15
2018-11-28
2016-12-01
2018-12-01
2018-12-01

2010-02-04

20:56:36

14:43:18

20:58:44

20:58:44

10:10:50

14:43:18

19:26:31

19:03:00

23:53:00
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| access.log | 150,300 KB XAXHY 2018-12-79... A

; Erapache_error 109 277,738 KB LA OTFI0-17 ... A

JERROAATRE BB iog dir 1KB 3T 2005-7-14 1... A

WU IEB0): = mysql.log 79,811 KB 3TAITH 2018-11-19 ... A

& mysql_error.log 38KB ICAIHY 2018-10-17 ... A

B— TR EREW): & php_error.log 1,143 KB 3TAIHY 2018-11-21 ... A
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192.168.3.136
192.168.3.136
192.168.3.136
132.168.3.136
192.168.3.136
192.168.3.136
192.168.3.136
192.168.3.136
192.168.3.136
192.168.3.136
1892 168.5.136
192.168.3.136

[16KMa?/2018:17:U9:43
[16/May/2018:17:09:43
[16/May/2018:17:09:43
[16/May/2018:17:09:43
[16/May/2018:17:09:43
[16/May/2018:17:09:46
[16/May/2018:17:18:56
[16/May/2018:17:18:56
[16/May/2018:17:18:56
[16/May/2018:17:19:11
[16/May/2018:17:20:17
[16/May/2018:17:21:10

+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]

an

"POST /DVWA/login.php HTTP/1.1" 302 -
"GET /DVWA/index.php HTTP/1.1" 200 4704

"GET /DVWA/dywa/g¢ss/main.gcss HTTP/1.1" 200 3545

"GET /DVWA/dvwa/ls/dvwaPage.]s HTTP/1.1"™ 200 775

"GET /DVWA/dywa/images/logo.png HTTP/1.1" 200 6749
"GET /DVWA/vulnerabilities/upload/ HTTP/1.1" 200 4652
"GET / HTTP/1.1" 200 54906

"GET /favicon.ico HTTP/1.1" 404 209

"GET /favicon.ico HTTP/1.1" 404 209

"GET /php.jpg HTTP/1.1" 200 33791

"GET /gaidao.php HTTP/1.1" 200 -

"POST /gaidao.php HTTP/1.1" 200 -
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C:\bea\user_projects\domains\base_domain\servers\AdminServer\logs
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i) H &5 >K: access.log
B HE: AdminServer.log
I, H & : base_domain.log




Cyber Works:.

&7 Process Explorer

Sy

File Options View Process

nternals: www.sysinternals.com [NSFOCU

Find Users Help

| 44

Company Hame

Microzoft Corporation
Microsoft Corporatiom
Nicrosoft Corporation
Microzoft Corporation
VMemre, Inc.
Microsoft Corporation
Microsoft Corporation
Microsoft Corporatiom
Microsoft Corporation
Microzoft Corporation
Nicrosoft Corporation
Kicrozoft Corporation
Nicrosoft Corporatiom
FileZilla Project
Microsoft Corporation
Dracle Corporation
Kicrosoft Corporation
Lumigent Technologi
Microsoft Corporation
Hicrozoft Corporatiom
Microszoft Corporation

VYMware, Inc.

Nicrozoft Corporation
Microsoft Corporatiom
Nicrosoft Corporation
Microzoft Corporation
Microsoft Corporatiom

Microsoft Corporation

Apache Software Fou ..

Apache Softwere Fou

Microsoft Corporation

d |2 mE OB | = x| & . . I
Process CPU|Private B... | Working Set| PID | Description g [
I:Sr:lam Idle Frocess 95, 28 K 28 X []
B:Srslem X 308 K 4
= Intaerrupts < 0.01 X X nfa Hardware Interrupts and DPCs
-li'lﬁ:mss. exe 1,836 K 2,272 X 208 Rindows HT Sezzion Manager
: eS¥ss. exe o012 K 5,284 K 256 Client Server Runtime Process
EI winlogon. exe 8.132 K 4, 344 X 280 Rindows NT Logon dpplication
|_|Es=xv1:es. exe 1,716 X 4,104 X 428 Services and Controller app
vmacthlp. exe 708 X 2,872 K E20 YMwmre Activation Helper
Elﬁi'cl\aﬂ axe 1,124 K % 900 K 635 Generic Host Frocess for Win32 Services
| wWhiprese. exe 2,068 X 5, %40 X 2416 WMI
svchost. exe 1,680 X 4,800 K 716 Generic Host Process for Win32 Services
svchost. exe 4,028 X S, 344 K 776 Generic Host Frocess for Win3Z Services
svehost, exe 1,484 X 4,020 X 524 Ceneric Host Process for Win32 Services
svchost. exe 13, 268 K 20,668 K 240 Generic Host FProcess for Win3Z Services
o tr‘_msdh:. exe 2,052 X 5,088 X 952 M5 DTCconsole program
svchost exe 720 X 2,708 K 1084 Generic Host Frocess for Win3Z Services
FileZilla Servaer. exe 1,932 K 4,688 K 1124 FileZilla Server
inetinfo. exe 3,508 X 9,280 X 1172 Internet Information Services
Ejus.exe 3.08 2,972 X 1,416 K 1196 Java Quick Starter Service
sqlservr. exe 111,472 K 100,136 K 1244 SQL Sexver Windows NT
LESZ. exe B, 29 X &, 440 X 2700 LHs2
mEmdsYV. exe 3%, 024 X 24, 356 K 1492 Microsoft SQL Server Analrsis Services
svchost. exe 488 K 2,024 X 1572 Generic Host Process for Win32 Services
tintsvr. exe 880 X %616 X 1656 Telnet
V98 ymicolsd exe 9, 740 K i3, 912 K 1692 VAware Tools Core Service
mrsald=nt. exe 47,8512 X 24, 144 X 1748
meftesql. exe 3,836 K 4,568 K 1888 FKM executable
svchost. exe 3072 K 6,164 K 1940 Generic Host Process for Wind2 Services
SQLAGENT90. EXE 8,056 X 2,104 X 2168 SQLAGENTY0 = SQL Server aAgent
dllhozt. exe 2,840 X T,852 K 2432 COM Surrogate
alg. exe 822 X 3 388 K 249 Application Larer Gateway Service
svchost. exe 2,472 X 4,976 X 2692 Generic Host FProcess for Win32 Services
I_] htipd exe 12,452 X 14,844 X 2472 Apache HTTP Server
httpd exe 28,688 X 27,280 K 3522 Apache HTTF Server
31305: axe %, 144 X 9, 716 K 440 LSk Shell
= 23 2 = — M

CPU Usage: 4.62%

;&ommrt Charge: 38.01% Processas: 54 Prws-h:él Usage 55.63%
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